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SRAM Cell, V,, differences in the transistors result in the SRAM powering
up in either a logic “0” (Q = 0, QB = 1) or logic “1” (Q =1, QB = 0).

Voltage Transfer Characteristics of Conventional SRAM PUF
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Reconfigurable SRAM-based PUF
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The reconfigurable SRAM cell comprises of multiple cross-coupled
inverters with challenge inputs applied to switching transistors to
reconfigure the relative strength of the pull-up network (PUN) and
pull-down network (PDN).
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Schematic (Top Left of Cell)

1885
n:1
ingars:1

I . = % " S
Mgeresl g 1 fingare:

nanoDC Lab




Schematic (Top Right of Cell)
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Schematic (Bottom Left of Cell)
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Schematic (Bottom Right of Cell)
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Schematic (SRAM-PUF Column)
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Schematic (SRAM-PUF Array)
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Circuit Implementation
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Simulations
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Simulations
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Results (Hamming Weight)
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Results (Inter-Hamming Distance)
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Results (Inter-Hamming Distance)

@ [

Histogram of Inter-Hamming Distance

Measured @27 C, 0.9 VVDD
2000 Monte-Carlo Simulations

0.025 A

Inter-Hamming Distance
Challenge: B7CF8C16
Mean: 40.085 %

Std. Deviation: 17.289 %

0.020

0.015

0.010 +

Normalised Count

0.005 ~

0.000 -

20 30 40 50 60 70 80
Normalised Hamming Distance (in %)

nanoDC Lab 17



Results (NIST Test)

‘— -

TEST Result
Monobit Test PASS
Frequency Within Block Test PASS
Runs Test PASS
Longest Run Ones in a Block Test PASS
Binary Matrix Rank Test PASS
DFT Test PASS
Non-Overlapping Template Matching Test PASS
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Results (NIST Test)

Overlapping Template Matching Test FAIL
Maurers Universal Test FAIL
Linear Complexity Test FAIL

Serial Test PASS
Approximate Entropy Test PASS
Cumulative Sums Test PASS
Random Excursion Test FAIL
Random Excursion Variant Test PASS
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11 Out of 15 Tests Passed !
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Test of Uniformity (Data Visualization)
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Test of Uniformity (Data Visualization)

160

140

120

100 1

Frequency of occurence
]

20

0100 1101 0011 (0001 1000 1010 1100 0111 1011 0101 Q010 1001 1111 Q110 (OOOQ
Distribution of the first four bits of the response

nanoDC Lab

1110

21



Results (BER)

e The worst case bit error on keeping the supply voltage constant when temperature
was made 80° C, is calculated using the difference between the elements of the
dataset generated from the two simulations.

e Bit Error was measured when the same challenge was provided to get an 8-bit
response at different temperatures.

e The worst case BER in this case is found to be 3.7% !

e Furthermore, the supply voltage could also be changed and the responses could be
observed. It is expected that this bit error rate would increase further.
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Future Plan

o— »

e To measure inter-hamming distance for more challenge inputs and plot the histogram of
mean resulting from all cases.

e To measure intra-hamming distance and plot the histogram.
e Layout of the Reconfigurable SRAM-PUF Array.
e Subsequently, measure the core area, energy consumption and throughput.

e Compare the results with S. Jeloka et al. which proposed a sequence dependent
challenge-response PUF using 28nm 6T SRAM.
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Thank You!

Any Questions!?
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